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Get the Latest Version of This Document 

Before starting with any planning or deployment process, you should make sure you 
have the latest version of this document. Search for this document in the Business 
Solutions section of the Microsoft Download Center at 
http://www.microsoft.com/downloads/Browse.aspx?displaylang=en&productID=67D3
5328-CB42-4879-A35A-D59E94D9DACA. 
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Introduction 
Welcome to the Microsoft Dynamics™ CRM 4.0 Planning Guide for Service Providers. 
This document discusses concepts and issues that help your service provider 
organization prepare for implementing hosted Microsoft Dynamics CRM in a 
Microsoft® Windows Server System™ hosting environment. 

The hosted Microsoft Dynamics CRM service is built around Microsoft Dynamics CRM 
4.0. By deploying a hosted Microsoft Dynamics CRM environment, service providers 
can offer advanced customer relationship management (CRM) functionality to 
business customers over the Internet. 

What’s in This Document 
This document focuses on the concepts and issues concerning a hosted deployment 
of Microsoft Dynamics CRM. In particular, issues concerning planning for a multi-
tenant Microsoft Dynamics CRM environment are discussed, including architectural 
design and scaling, security concerns, and—for those service providers who want to 
offer hosted CRM in conjunction with the Microsoft Solution for Hosted Messaging 
and Collaboration (HMC)—how to integrate Microsoft Dynamics CRM 4.0 with HMC 
4.0. 

Because deploying hosted Microsoft Dynamics CRM is based on the Microsoft 
Dynamics CRM 4.0 product, the details in this document and in the companion 
Microsoft Dynamics CRM 4.0 Deployment Walkthrough for Service Providers build on 
the information discussed in the main Microsoft Dynamics CRM 4.0 documentation 
and should be considered a supplement to the main product documentation. 

In addition to the planning details in this document and the deployment procedures 
in the deployment walkthrough document, the reader may also want to review the 
Microsoft Dynamics CRM 4.0 Development Guide for Service Providers, which provides 
instructions and code samples for developers who want to use the Microsoft Dynamics 
CRM 4.0 SDK to automate the provisioning process for their hosted Microsoft 
Dynamics CRM environment. 

Who Should Read This Document 
This document is intended for service provider IT personnel, system integrators, and 
technical consultants who may assist in the planning and deployment of a hosted 
Microsoft Dynamics CRM 4.0 environment. 
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Assumed Knowledge 
Service provider personnel, system integrators, technical consultants, and others 
involved in the planning and deployment of a hosted Microsoft Dynamics CRM 
environment should be proficient in a number of technologies. 

• Microsoft Windows Server® 2003 

• Active Directory® 

• Microsoft DNS 

• Microsoft Internet Information Services (IIS) 6.0 

• Microsoft Exchange Server 2007 

• Microsoft SQL Server® 2005 

• Microsoft Operations Manager (MOM) 2005 
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Hosted Microsoft Dynamics CRM 4.0 Overview 
Microsoft Dynamics CRM 4.0 is the latest version of Microsoft’s robust Customer 
Relationship Management (CRM) solution. Microsoft Dynamics CRM 4.0 can be 
deployed either as an on-premise solution, or as a hosted CRM service. This planning 
guide is specifically written for service providers who want to deploy Microsoft 
Dynamics CRM 4.0 into their Microsoft Windows Server System hosting environment 
in order to offer their customers hosted CRM services. 

Why Host CRM Services? 
Hosted CRM services can help generate new revenues and profits for service providers. 
Advanced CRM applications are in demand among businesses of all sizes. However, 
small and medium-size businesses (SMBs) generally lack the capital to invest in such 
applications and the technical resources to efficiently manage them in house. 

Delivering CRM services to these businesses in a hosted format represents a cost-
effective alternative. It enables SMBs to take advantage of sophisticated customer 
acquisition and retention tools that can help them build their businesses. Hosted CRM 
services are an example of the software as a service (SaaS) movement currently taking 
root in the IT marketplace. SaaS is expected to generate considerable interest and 
acceptance among SMBs looking to outsource IT operations and costs. 

What’s New in Version 4.0 for Multi-tenant 
Environments 

Microsoft Dynamics CRM 4.0 includes several new enterprise-level features that offer a 
wide range of flexibility, scalability, and ease of use. 

Multi-tenancy 
Earlier versions of Microsoft Dynamics CRM only provided a single customer 
organization solution. Microsoft Dynamics CRM 4.0 has the capability to host multiple 
customer organizations within a single Microsoft Dynamics CRM 4.0 deployment. A 
single MSCRM Configuration database stores the metadata and location information 
for all customer organizations; however each customer organization has its own 
database on a shared server running SQL Server. 
 

 Note  Microsoft Dynamics CRM 4.0 Workgroup Edition and Professional Edition do 
not include support for multiple customer organizations. 
 

Server Roles 
Microsoft Dynamics CRM 4.0 introduces two new server role groups that provide 
services, which increase flexibility and scalability. You can decide to have a computer 
dedicated to one server role group or to both groups. If you want more granular 
control over where specific roles are installed, you can run Setup at the command line. 
By modifying the XML configuration file that the command line Setup uses, you can 
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install one or more server roles to a different computer, or have two or more 
computers running the same role to provide load balancing benefits. 

The server roles are as follows: 

• Application Server (server role group). Installs a group of server roles that 
apply to the Microsoft Dynamics CRM application. When you specify this option, 
the AppServer and HelpServer roles are installed. Notice that the SDKServer server 
role will also be installed. 

• Platform Server (server role group). Installs a group of server roles that apply to 
the Microsoft Dynamics CRM platform. When you specify this option, the Async, 
SDKServer, DeploymentService, and DiscoveryService roles are installed. 

• Application Server (AppServer). This server role provides the Microsoft 
Dynamics CRM 4.0 Web user interface and services. 

• Microsoft Dynamics CRM Asynchronous Processing Service (Async). 
Processes queued asynchronous events such as bulk e-mail or data import. 

• Microsoft Dynamics CRM SDK Server (SDKServer). Runs applications that use 
the methods described in the Microsoft Dynamics CRM 4.0 Software Development 
Kit (SDK). 

• Deployment Service (DeploymentService). Manages the deployment by using 
the methods described in the Microsoft Dynamics CRM 4.0 Deployment SDK, such 
as creating an organization or removing a Deployment Administrator role from a 
user. 

• Discovery Service (DiscoveryService). Finds the organization that users are a 
member of in a multi-tenant deployment. 

• Help Server (HelpServer). Makes Microsoft Dynamics CRM Help available to 
users. 

 
 

 Note  In order to minimize the number of servers used, the procedures in Microsoft 
Dynamics Deployment Walkthrough for Service Providers deploy all the CRM server 
roles onto a single server. Although this type of consolidated deployment may be 
suitable for test purposes, it is not a recommended configuration for production 
environments. 
 

For information about how to install Microsoft Dynamics CRM at the command line, 
including server role installation, see the “Use the Command Line to Install Microsoft 
Dynamics CRM” chapter in the Installing Microsoft Dynamics CRM 4.0 Guide. 

Improved Data Management 
Data Migration Wizard 

The Data Migration wizard is a useful tool for migrating Microsoft Dynamics CRM 3.0 
Service Provider Edition and Microsoft Dynamics CRM 4.0 data to the hosted 
Microsoft Dynamics CRM 4.0 platform. 
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CRM E-mail Router 
Microsoft Dynamics CRM 4.0 integrates with one or more computers that are running 
Exchange Server or Post Office Protocol 3 (POP3)–compliant servers at the point 
where e-mail messages enter the organization. The same is true for one or more 
Simple Mail Transfer Protocol (SMTP)–compliant servers where e-mail messages leave 
the organization. It does this by using a feature known as the Microsoft Dynamics 
CRM E-mail Router. 

The Microsoft Dynamics CRM E-mail Router is an interface between the Microsoft 
Dynamics CRM system and one or more Exchange servers or POP3 servers for 
incoming e-mail, and one or more SMTP servers for outgoing e-mail. E-mail messages 
come into the Microsoft Dynamics CRM system through the E-mail Router. If you use 
Exchange Server, you can install the E-mail Router on a computer running Windows 
Server 2003. Or, you can install the E-mail Router on a computer running Exchange 
Server. However, this is not a requirement. 

After you install the E-mail Router, you run the E-mail Router Configuration Manager, 
an application that is installed during E-mail Router Setup with the E-mail Router. The 
E-mail Router Configuration Manager is used to configure one or more E-mail Router 
incoming and outgoing profiles. An incoming profile contains the information needed 
by the E-mail Router to process incoming e-mail messages. Similarly, the outgoing e-
mail profile contains the information required by the E-mail Router to process 
outgoing e-mail messages. 

The Microsoft Dynamics CRM 4.0 E-mail Router includes the following new features: 

• Support for multiple Microsoft Dynamics CRM 4.0 Server computers. 

• Separately maintained incoming and outgoing e-mail server configurations. 

• Support for POP3 incoming e-mail servers. 

• The E-mail Router can now be installed on a Windows Server–based computer 
that is not running Microsoft Exchange. 

 

Enhanced CRM Client for Outlook 
The Microsoft Dynamics CRM 4.0 client for Microsoft Office Outlook® has a micro e-
mail router, so it is not required to install the e-mail router if CRM users only use the 
CRM client for outlook. E-mail messages received in the CRM client for Outlook can be 
tracked automatically as CRM activities. For outgoing CRM e-mail, the CRM client for 
Outlook has the capability of finding CRM e-mail activities in the send state and then 
sends them as outbound CRM e-mail. 

If a service provider plans to offer customers access to the CRM client for Outlook and 
the CRM Web application, then it would be recommended to install the CRM e-mail 
router and configure CRM forward mailboxes for each CRM customer. The CRM users 
would then have the ability to process CRM e-mail from either the Web client or the 
CRM client for Outlook. The Microsoft Dynamics CRM 4.0 Deployment Guide for 
Service Providers provides details for configuring CRM e-mail functionality with 
forward mailboxes. 
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Hosted Microsoft Dynamics CRM Service 
Considerations 

In addition to what hosted Microsoft Dynamics CRM supports, service providers may 
want to consider enhancing their hosted CRM service’s feature set with the following 
items: 

• Allowing customized report publishing 
• Allowing workflow custom assemblies or custom callouts 
 

If you decide to offer these features, you should carefully review your implementation 
in order to minimize the possibility of introducing any security holes to the 
deployment, especially from any unsecure code written by the customer or ISVs. 

 

• Customized report publishing – If you want to offer and support custom Report 
Definition Language (RDL) report publishing, workflow custom assemblies, or 
custom callouts, you will need to install the Report Designer component. 

• Security and the Deployment Service role – Unless the IIS CRM application pool 
account has SQL administrator access to the server running SQL Server where 
CRM is installed, the Deployment Service is not able to create a new organization. 
We recommend that you do not give that application pool account domain 
administrator privileges, because such access would allow every Web application 
that runs under that application pool access to the server running SQL Server. 
Instead, you should install the Deployment Service on a separate server, and only 
give that server SQL administrator privileges. 

• In a hosted Microsoft Dynamics CRM environment, you need to install the 
Deployment service role on a dedicated server. Installing the Deployment Service 
role alongside the Application Server or Platform server roles can result in 
problems where the Deployment Service is used to create or provision a customer 
organization, which results in the metadata loading incorrectly. In addition, you 
must install the Deployment Service role using a domain user account instead of 
the Network Service account. 
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Solution Components 
Along with CRM-specific components, the hosted Microsoft Dynamics CRM solution 
requires the deployment of an integrated set of supporting infrastructure components 
in order to operate properly. The complete set of components in the solution includes: 

• Infrastructure components 

• Active Directory 

• DNS services 

• E-mail services in the form of one of the following: 

• Exchange Server 2007 
or 

• Exchange Server 2003 
or 

• SMTP/POP3-compliant e-mail server 

• Monitoring 

• Reporting 

• CRM Components 

• CRM SQL database server 

• SRS Data Connector 

• CRM Application server role group containing the following roles: 

• AppServer 

• HelpServer 

• SDKServer 

• CRM Platform server role group containing the following roles: 

• Async 

• SDKServer 

• DeploymentService 

• DiscoveryService 

• CRM E-mail Router 

• CRM clients 
 

The sections that follow provide system requirements and describe each component 
in more detail. 
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System Requirements 
Enable Secure Sockets Layer (SSL) Encryption 

In addition to the infrastructure requirement, Microsoft only supports hosted 
Microsoft Dynamics CRM deployments in which service providers configure Secure 
Socket Layer (SSL) encryption between the CRM application server and external clients 
that access the server. 
 

 Important  In order to simplify your deployment, we strongly recommend that you 
configure the Microsoft Dynamics CRM Web site for SSL before you run the CRM 
Setup. Configuring SSL after you have run Setup is significantly more complicated. For 
more information about how to use SSL, see the Internet Information Services (IIS) 
Manager Help. 
 

 

Use of Wildcard Certificates 
If you plan to offer CRM URLs in the form of 
customerorg.crmservice.serviceprovider.com (where customerorg is the customer and 
serviceprovider is the service provider), you will need to install a wildcard SSL certificate 
for the CRM Web site. Because there can only be one SSL certificate on the Web site, 
but the same root domain needs to be used for both the Application and Deployment 
SDK (organization-based) services, as well as the Discovery (non-organization–based) 
service, you will not be able to properly map these types of entries in your DNS 
without a wildcard SSL certificate. 

Sample DNS entries would appear similar to the following: 

• Adventureworks.crmservice.consolidatedmessenger.com 

• Crmdeployifd.crmservice.consolidatedmessenger.com (CRM deployment service) 
 

Wildcard certificates are not required if you plan to offer customers CRM sites that are 
based on the URL format crmservice.serviceprovider.com/customerorg; with this 
format, a single SSL certificate for crmservice.serviceprovider.com will suffice. 

Hardware Requirements 
The hardware requirements are provided as general requirements. There are many 
factors you must consider that can affect the hardware requirements of a hosted 
Microsoft Dynamics CRM platform. Some key considerations include: 

• Number of customer organizations the hosted Microsoft Dynamics CRM 
implementation will support. 

• Number of users the hosted Microsoft Dynamics CRM implementation supports, 
and the concurrency and type of use expected. 

• SQL Server performance and availability. 

• Integration of hosted Microsoft Dynamics CRM with Microsoft Exchange Server 
2007, Exchange Server 2003, or SMTP and POP3 e-mail servers. 
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• Performance of your servers and the local area network. 
 

The minimum and recommended hardware required to build a hosted Microsoft 
Dynamics CRM system is listed in Table 1. 
 

Table 1: Minimum and Recommended Hardware Requirements for a Hosted Microsoft 
Dynamics CRM System 

 

Software Requirements 
Before you install hosted Microsoft Dynamics CRM, there are several operating system, 
application, and software components that must be installed, configured and running. 

The software required to build the hosted Microsoft Dynamics CRM system is listed in 
Table 2. 
 

Table 2: Software Requirements for CRM Application and CRM SQL Servers 

Server roles Server software Description 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM SQL DB Server 
CRM E-mail Router 
Server 

Windows Server 
2003 R2 SP2 

Standard Edition or Enterprise 
Edition 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM SQL DB Server 

Indexing Service Installed and service started 

Server role 
 

Minimum 
hardware 

Recommended 
hardware 

Description 
 

CRM 
Application 
Server 

2 CPU 64-bit, 
2 GB RAM 

2 CPU 64-bit, 16 
GB RAM 

Physical server 
contains all the CRM 
roles (or role 
groupings) 

CRM SQL 
Server 

2 CPU 64-bit, 
4 GB RAM 

2 CPU 64-bit, 16 
GB RAM 

Contains CRM 
databases 
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Server roles Server software Description 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM SQL DB Server 

Microsoft Data 
Access 
Components 
(MDAC) 

Version 2.81 (included with 
Windows Server 2003) 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM SQL DB Server 
CRM E-mail Router 
Server 

Internet 
Information 
Services (IIS) 

Version 6.0 (included with 
Windows Server 2003) 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM SQL DB Server 
CRM E-mail Router 
Server 

Microsoft .NET 
Framework 3.0 

Included with Microsoft 
Dynamics CRM 4.0 

CRM SQL DB Server SQL Server 2005 
with SP2 

Standard Edition or Enterprise 
Edition 

CRM E-mail Router 
Server 

Exchange Server 
2007; or 
Exchange Server 
2003 

Standard Edition or Enterprise 
Edition – Microsoft Exchange 
Server 2007 is only required if 
you want to use the E-mail 
Router to connect to an 
Exchange Server e-mail 
messaging system. To do this, the 
E-mail Router must be installed 
on a Windows Server 2003 
domain member server that can 
connect to an Exchange server. 

CRM Application 
Server role 
CRM Platform Server 
role 

Microsoft 
Dynamics CRM 
4.0 

 

CRM SQL DB Server 
or 
Dedicated SSRS 
Server 

Microsoft SQL 
Server Reporting 
Services (SSRS) 

Included with SQL Server 2005 
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Server roles Server software Description 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM E-mail Router 
Server 

MMC 3.0 
(KB907265) 

Not required by Setup, but 
required to run Deployment 
Manager 

CRM SQL DB Server Connector for 
Microsoft SQL 
Server Reporting 
Services 

Included with Microsoft 
Dynamics CRM 4.0 

CRM E-mail Router 
Server 

Microsoft 
Exchange Server 
Messaging API 
(MAPI) client 
runtime libraries 

Only required if the E-mail 
Router is to be installed on 
Exchange Server 2007. The 
Microsoft Exchange Server 
Messaging API (MAPI) client run-
time libraries are not required if 
the E-mail Router is installed on 
Exchange Server 2003. 

CRM E-mail Router 
Server 

POP3 and SMTP 
server 

With Microsoft Dynamics CRM, 
POP3 is supported for incoming  
e-mail message routing and 
SMTP is supported for outgoing 
e-mail message routing. 

CRM Application 
Server role 

CRM Platform Server 
role 
CRM SQL DB Server 
CRM E-mail Router 
Server 

Microsoft 
Application Error 
Reporting 

Included with Microsoft 
Dynamics CRM 4.0 

CRM Application 
Server role 
CRM Platform Server 
role 
CRM SQL DB Server 
CRM E-mail Router 
Server 

Microsoft Visual 
C++® Runtime 
v.8.0 

Included with Microsoft 
Dynamics CRM 4.0 

CRM Application 
Server role 
CRM Platform Server 
role 

Microsoft SQL 
Reporting 
Service Report 
Viewer Control 
v2.0.50727 

Included with Microsoft 
Dynamics CRM 4.0 
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Server roles Server software Description 

CRM Application 
Server role 
CRM Platform Server 
role 

SQL Native 
Client v9.0.2047 

Included with Microsoft 
Dynamics CRM 4.0 

 

Infrastructure Components 
This section provides a summary description of each of the supporting infrastructure 
components in the hosted Microsoft Dynamics CRM solution. 

Active Directory 
Hosted Microsoft Dynamics CRM needs to either be deployed within an Active 
Directory platform that has been configured for multi-tenancy, or deployed within an 
existing installation of the Microsoft Solution for Hosted Messaging and Collaboration 
version 4.0. 

Customer organizations in Active Directory can be provisioned in one of two ways: 

• Manual provisioning: Manual provisioning is the default manner for provisioning 
your customer organizations. The procedures to configure Active Directory for 
multi-tenancy are described in Microsoft Dynamics CRM 4.0 Deployment 
Walkthrough for Service Providers. The procedures consist of setting Active 
Directory to List Object mode, configuring the necessary security groups, and 
creating and configuring the organizational units (OUs) of the service provider 
and customer organizations. 

• Automated provisioning with MPS: This automated mechanism is available to 
those who have installed the Microsoft Solution for Hosted Messaging and 
Collaboration 4.0 (HMC 4.0) and who want to use the Microsoft Provisioning 
System (MPS)—a core component of HMC—to provision their HMC services and 
entities. This deployment tool is a .NET application that is used to automate the 
configuration of Active Directory and MPS components in the hosting 
environment. These components include: 

• Configuration of Active Directory to Microsoft Windows® 2000 or Windows Server 
2003 native mode 

• Configuration of Active Directory to List Object mode 

• Service accounts and security groups in the Active Directory directory service 

• Creation of OU structure for the Servers and Service Provider organizations 
 

DNS Services 
One of the core infrastructure components for hosted Microsoft Dynamics CRM is a 
DNS server, either a Microsoft DNS server or a compatible version; it does not need to 
be a Microsoft DNS server. For those who are deploying to a completely new 
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environment and want further details on DNS services, see Windows Server 2003 
Domain Name System (DNS). 

Monitoring 
Monitoring the computers in your data center helps you keep your environment 
running smoothly, provides the means to correct problems before outages occur, and 
reduces the costs of resolving problems. Microsoft Operations Manager (MOM) 2005 
is a rules-based performance and availability monitoring tool that provides: 

• Event, performance, and applications management. 

• Proactive monitoring and alerting, reporting, and trend analysis. 

• Management packs that extend the usefulness of MOM. 

• Self-managing, self-deploying, and scalable technology. 

• An open, extensible architecture. 
 

These features work together to promote early problem detection, root cause analysis, 
faster turnaround, and increased uptime. The following table summarizes the benefits 
of monitoring and reporting and MOM 2005. 

Table 3: Monitoring and Reporting Benefits 

Benefit Description 

Distributed event 
management 

MOM captures a wide variety of system and applications 
events from Microsoft Windows–based systems 
distributed throughout a data center, and aggregates 
them into a central event repository. Administrators can 
receive an overall view of server and service availability, 
or they can obtain specific information. 

Rules Administrator-created rules in MOM allow the system to 
react automatically to incoming message streams and 
can either respond to a specific fault scenario with a 
predefined action, or consolidate the messages into a 
more meaningful or significant event. 

Alerts Any MOM rule can be configured to generate specific 
alerts with associated severity levels. An alert can 
represent a single event or multiple events from many 
sources. At any time, an administrator can trace the 
history of a given alert and the events associated with it. 

Performance 
monitoring 

MOM can be set to monitor key performance thresholds. 
Rules may be customized and new rules added, allowing 
system and application performance trends to be 
monitored both for historical reporting purposes and 
capacity planning. 
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Benefit Description 

Standardized 
reporting tools 

Service providers can create author reports to be 
published to the Report Server using Microsoft or third-
party design tools that use Report Definition Language 
(RDL), an XML-based industry standard used to define 
reports. 

Report definitions, folders, and resources are published 
and managed as a Web service. Managed reports can be 
executed either on demand or on a specified schedule, 
and are cached for consistency and performance. 

Delivery of reports is also streamlined: SQL Server 
Reporting Services supports both on-demand (pull) and 
event-based (push) delivery of reports. Users can view 
reports in a Web-based format or in e-mail. 

Enterprise scalability MOM manages Windows-based systems of all sizes, from 
departmental to corporate. Using a three-tier 
architecture, systems running MOM can be designed to 
handle hundreds of millions of events per day, with full 
redundancy and load balancing. 

Intelligent agents Based on the rule-sets defined by the administrators at a 
central console, MOM agents provide a high degree of 
intelligence. This architecture minimizes the traffic 
imposed by MOM on the network while allowing critical 
data to flow freely to administrators. 

Automated agent 
and rule deployment 

MOM automatically detects and reports the presence of 
new servers and applications and services installed on 
them. Deployment of agents and rule-sets can then be 
set to occur automatically with MOM loading only the 
appropriate rule-sets. 

Mission-critical 
availability 

Because both event and performance management of 
servers and applications are crucial to successful 
operations, MOM provides mission-critical availability of 
the MOM servers and even the MOM database itself. 
Using features such as database clustering and server 
sharing, single points of failure can be eliminated, which 
ensures the availability of your management solution. 

Microsoft 
Management 
Console (MMC) 

MOM uses MMC for all administrative tasks. 
Administrators can easily navigate through the 
hierarchical tree to access events, rules, reports, and 
configuration activities. 

© 2007 Microsoft Corporation. All rights reserved. Planning Guide for Service Providers  14   



 Microsoft Dynamics CRM 4.0 

Benefit Description 

Interoperability Integration with Microsoft Windows Management 
Instrumentation (WMI) allows MOM to consume a wide 
range of events and performance data from any 
Windows-based system. MOM can also be configured to 
monitor Simple Network Management Protocol (SNMP) 
event data (traps) for any specified devices. 

 
 
 

 Important  Microsoft Operations Manager (MOM) is designed to provide 
operational services to data center staff. It is inappropriate for service providers to give 
their customers direct access to MOM because it does not provide granular security to 
limit the data the customer can see. 
 

 

CRM Management Pack for MOM 
Microsoft Dynamics CRM 4.0 provides a customized management pack for MOM that 
allows you to monitor a wide variety of CRM-specific activities, including availability, 
CRM data monitoring, performance counters, and more. 

Exchange Server 2007 
If you are planning on also hosting CRM users e-mail boxes, then special consideration 
will need to be given to the configuration of Exchange Server 2007 to properly 
support a multi-tenant environment. For example, the Default Address lists in 
Exchange Server 2007 should be removed so as not to allow one customer’s users to 
view the users from all other customers on the same platform. Further configuration 
tasks needs to be carried out on the All Address Lists Container and Default Global 
Address List to prevent users and customers from resolving each other’s names in 
Outlook. 

The complete set of procedures required to configure Exchange Server 2007 for multi-
tenancy is provided in Microsoft Dynamics CRM 4.0 Deployment Walkthrough for 
Service Providers. 

Reporting Services 
SQL Server 2005 Reporting Services enable users to generate business analysis reports. 
In Microsoft Dynamics CRM 4.0 Deployment Walkthrough for Service Providers, the 
SQL reporting services are installed on the SQL server hosting the CRM databases to 
conserve the number of servers used, however; it is recommended to install Reporting 
Services on dedicated server. 
 

 Important  Before configuring SQL Server 2005 Reporting Services, you must have 
started the SQL Server Management Studio at least once; otherwise you may receive a 
Server Status error. 
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There are many configurations possible based on your expected usage of Microsoft 
Dynamics CRM. For information about the licensing implications when you install SQL 
Server Reporting Services to a separate computer, see How to License Reporting 
Services (http://go.microsoft.com/fwlink/?LinkID=92675&clcid=0x409). 

Security Considerations 
Reporting services uses Internet Information Services (IIS) Web site security to 
authenticate the user's attempt to access the reports. As such, integrated Windows 
security is the default. You can grant access to the Report Manager to any Windows 
account provided it is from the same domain as MOMSQL01 or from a trusted 
domain. 

Basic authentication can also be used to access the Report Manager virtual directory. 
Digest authentication is not supported. A custom security model can also be applied, 
especially for Internet or extranet access to reports. 

If the user has permission to access Report Manager, he can see all reports. No 
credentials are required at run time to access data sources. 
 

 Important  Because CRM reports are delivered over the Internet, it is recommended 
to configure SQL SRS with SSL certificates. There are several different ways to enable 
SSL on your servers, depending on whether you plan to obtain a security certificate 
from a third-party certification authority (CA) or create a certificate with an internal 
certificate server. See the IIS 6.0 documentation for more information on requesting 
SSL certificates. For more information on configuring a SQL Server2005 Report Server 
for Secure Sockets Layer (SSL) connection, browse to http://msdn2.microsoft.com/en-
us/library/ms345223.aspx 
Alternatively, if you choose not to configure SSL for reporting services, the SQL 
Reporting Services Server does not need to be exposed to the Internet in order for the 
CRM reporting to work. The CRM server will take care of all the report routing from 
the internal to Internet facing deployment. However, this configuration requires a 
dedicated SQL Reporting Services server in zone 1. 
 

CRM Components 
This section provides summary information about the CRM-specific components in the 
solution. 

CRM Application Server 
Microsoft Dynamics CRM 4.0 can be installed on Windows Server 2003 or Windows 
Server 2008; however for the purposes of the hosted Microsoft Dynamics CRM 
solution, you should install Microsoft Dynamics CRM 4.0 on Windows Server 2003. The 
Application server role group contains the Application Server, Help Server, and SDK 
Server roles. 

CRM Platform Server 
The Platform server role group contains the Asynchronous Processing Service, SDK 
Server, Deployment Service, and Discovery Service roles. 
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In a hosted Microsoft Dynamics CRM environment, you should install the Deployment 
Service role on a separate server that is dedicated to this role. To specify which CRM 
server roles are installed during setup, you must run Setup using an XML configuration 
file. For more information, see ”Using the Command Line to Install Microsoft Dynamics 
CRM” in the Installing Microsoft Dynamics CRM 4.0 Guide. 

CRM Deployment Service Role 
The Deployment Service role contains the components needed to run applications 
that use the methods described in the Microsoft Dynamics CRM 4.0 Deployment SDK, 
such as how to programmatically create an organization or remove a Deployment 
Administrator role from a user. 

As previously noted, you must install the Deployment Service role on a separate server 
that is dedicated to this function. Installing the Deployment Service role alongside the 
Application Server or Platform server roles can result in problems where the 
Deployment Service is used to create or provision a customer organization, which 
results in the metadata loading incorrectly. 

The Deployment Service role must be installed using a domain user account instead of 
the default network service. The domain user account that was used to install the 
Deployment Service role (such as fabrikam\CRMService) must also be assigned the 
CRM Deployment Administrator role. Assigning the CRM Deployment Administrator 
role is carried out via the CRM Deployment Manager application. 
 

 Note  In order to install the Deployment Service role separately, you will need to 
modify Setup’s XML configuration file, and then run Setup from the command line. 
For a sample configuration file, see Sample XML Configuration File That Installs Only 
the AppServer and Async Server Roles. 
 

CRM Database Server 
Microsoft Dynamics CRM 4.0 is a database-intensive application that uses SQL Server 
2005 with Service Pack 2 (SP2) as the database application for storing customer 
organization CRM data, CRM metadata, and optionally, the Reporting Services data. 

Before you install Microsoft Dynamics CRM 4.0, you must install SQL Server 2005 SP2 
and SQL Server 2005 Reporting Services. The SQL Server service, SQL Server Agent and 
SQL Server Full Text Search must be started and set for automatic startup. 

CRM E-mail Router 
The CRM E-mail Router consists of two main components: 

• E-mail Router: This component installs the E-mail Router service and E-mail 
Router Configuration Manager. The E-mail Router Configuration Manager is used 
to configure the E-mail Router. 

• Rule Deployment Manager: This component deploys the rules to CRM Users 
mailboxes that enables received e-mail messages to be tracked. The Rule 
Deployment Manager will only work with mailboxes hosted on Exchange Server 
2003 or Exchange Server 2007. 
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E-Mail Router Requirements 
Any one of the following operating systems is required to install and run the E-mail 
Router or Rule Deployment Manager. 

• Windows Server 2008 

• Windows Server 2003 (all editions) 

• Windows Vista® 

• Windows XP Professional SP2 

• Windows XP Tablet PC Edition SP2 

• Windows XP Professional x64 Edition 
 

Microsoft Exchange Server is only required if you want to use the E-mail Router to 
connect to an Exchange Server e-mail messaging system. To do this, the E-mail Router 
can be installed on any of the previously-mentioned Windows or Windows Server 
operating systems that have a connection to Exchange Server, which must be running 
one of the following editions: 

• Exchange Server 2003 Standard Edition SP2 

• Exchange Server 2003 Enterprise Edition SP2 

• Exchange Server 2007 Standard Edition 

• Exchange Server 2007 Enterprise Edition 
 
 

 Important  Microsoft Exchange 2000 Server editions are not supported with these 
versions of Microsoft Dynamics CRM E-mail Router and Rule Deployment Manager. 
 

If missing, E-mail Router Setup installs the .NET Framework 3.0 on the computer where 
you install the E-mail Router. 

The Rule Deployment Wizard component must be installed on a computer that is 
running any of the previously-mentioned Windows or Windows Server operating 
systems and has the Microsoft Exchange Server Messaging API (MAPI) client run-time 
libraries installed. 

You can install the MAPI client runtime libraries on the Microsoft Download Center 
(http://go.microsoft.com/fwlink/?LinkID=78805&clcid=0x409). 

POP3/SMTP 
In addition to Exchange Server, POP3 e-mail systems are supported for incoming  
e-mail message routing. 
 

 Important  The POP3 e-mail server must provide support where an e-mail message 
can be sent as an attachment to another e-mail message. 

SMTP is the only transport protocol that is supported for outgoing e-mail message 
routing. 
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If you install the Microsoft Dynamics CRM E-mail Router to connect to a POP3 and 
SMTP server, the following standards are required: 

• POP3: RFC 1939 

• SMTP: RFC 2821 and 2822 
 

Forward Mailbox 
The CRM forward mailbox queues mail forwarded from CRM User mailboxes to the 
hosted Microsoft Dynamics CRM system. The forward mailbox identifies each 
customer by its unique address. For example, the customer Alpine Ski House is 
identified by the address alpineskihouseCRM@crmmail.consolidatedmessenger.com
 

 Important  You must log on to each customer forward mailbox at least one time 
before the E-mail Router can use it to process e-mail messages. 
 

CRM Clients 
Customer users accessing business data on the hosted Microsoft Dynamics CRM 
service have two client options: 

• Microsoft Dynamics CRM Client for Outlook 

• Microsoft Internet Explorer® 
 
 

 Important  Service providers must configure SSL encryption for all external client 
connections to the Microsoft Dynamics CRM Web site. 
 

SSL Encryption 
All external client communications with the CRM application server should use the SSL 
protocol. Microsoft only supports hosted Microsoft Dynamics CRM deployments in 
which service providers use SSL encryption between the CRM application server and 
external clients that access the server. See IIS documentation or Microsoft Dynamics 
CRM 4.0 Deployment Walkthrough for Service Providers for more information 
regarding configuring SSL for the Microsoft Dynamics CRM Web site. 
 

 Note  Remember that if you plan to offer CRM URLs in the form of 
customerorg.crmservice.serviceprovider.com (where customerorg is the customer and 
serviceprovider is the service provider), you will need to install a wildcard SSL certificate 
for the CRM Web site. 
 

CRM Client for Office Outlook 
Customers will need to obtain the Microsoft Dynamics CRM Client for Outlook from 
their service provider. As a result, you (the service provider) must identify the method 
by which they will obtain the software. A key benefit of the hosted Microsoft 
Dynamics CRM solution is that it enables hosted users to access CRM data from a 
Microsoft Office Outlook e-mail client. The CRM client for Outlook can be installed on 
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Outlook 2003 or Outlook 2007. Users can look up customer information, send and 
manage e-mail, set appointments, capture customer discussions, and so on all without 
leaving Outlook. The client also supports “offline mode” operations so that CRM data 
is available to users working away from the office and a connection to the hosted 
Microsoft Dynamics CRM system. 

Client for Outlook Requirements 
Any one of the following operating systems is required: 

• Windows Vista 

• Windows XP Professional SP2 

• Windows XP Tablet PC Edition SP2 

• Windows XP Professional x64 Edition 
 
 

 Note  Because Microsoft Dynamics CRM for Outlook clients are 32-bit applications, 
they must run in the Windows on Windows (WOW) system, when the application runs 
on a Windows XP Professional x64 Edition or a Windows Vista edition that is running 
on an x64 computer. 
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The following components must be installed and running on the computer before you 
run Microsoft Dynamics CRM for Outlook Setup: 

Table 4: Required Software for Microsoft Dynamics for Outlook 

Software Description 

Windows operating 
system 

Windows Vista (both 32- and 64-bit systems) 

Windows XP Professional SP2 

Windows XP Tablet PC Edition SP2 

Windows XP Professional x64 Edition

Windows Indexing 
Service 

Must be installed and running 

Windows Installer 
3.01 

Download at 
http://go.microsoft.com/fwlink/?LinkID=79104&clcid=0x409

Internet Explorer 6 
with SP1, or Internet 
Explorer 7 

 

Office software Microsoft Office 2007 with SP1 
or 
Microsoft Office 2003 with SP3 

SQL Server 2005 
Express Edition with 
SP1 

If this component is missing, it will be installed by Microsoft 
Dynamics CRM for Outlook Setup 

.NET Framework 3.0 If this component is missing, it will be installed by Microsoft 
Dynamics CRM for Outlook Setup 

 

CRM Web Client 
Hosted Microsoft Dynamics CRM users can access their organization’s CRM data using 
Internet Explorer 6.0 with SP1 or higher browser such as Internet Explorer 7. From the 
Web browser, a user logs on to the CRM Web application sign in page. If the client 
machine is attempting to access the CRM Web application from a network outside of 
the service provider network, then the CRM authentication pipeline redirects the 
browser to a sign in page. To log on, the user will enter their Active Directory 
credentials either with SamAccount (serviceproviderdomain\username) or UPN 
(username@customername.com) format. If the client machine IP address is located 
on the same network as the CRM application server, then the CRM user will be 
presented with a Windows Integrated Authentication dialog box instead of being 
redirected to a sign in page. 
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 Note  Ensure the Pop-Up Blocker in Internet Explorer prior to accessing the CRM 
Web application. 
 

The following figure shows the Microsoft Dynamics CRM Sign in page. 

 
Figure 1: Microsoft Dynamics CRM Sign In window 

 
 

 Note  The Sign In screen can be customized to reflect your branding requirements. 
However, the customization will need to be re-applied after you perform upgrades or 
hotfixes. 
 

Once logged on to their organization site, users can generate e-mail activities, look up 
customer information, set appointments, and so on. 

The following figure shows the Microsoft Dynamics CRM Web application. 
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Figure 2: Microsoft Dynamics CRM Web application 
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Reference Architecture Design 
The reference architecture for Microsoft Dynamics CRM 4.0 Service Provider Edition is 
based on a three-tiered, four-zone approach, where the tiers define various levels of 
scale, and the zones illustrate the use of network segmentation to reduce the attack 
surface and secure data access. 

Network Segmentation 
The zones referenced in Microsoft Dynamics CRM 4.0 Service Provider Edition are as 
follows: 

Zone 0 - "Boundary" 
• The area of the network that is closest to the Internet. Generally, this security zone 

contains the boundary routers, intrusion detection, first layer of denial of service 
(DoS) blocking, and boundary firewalls. 

• Secure Sockets Layer (SSL) and initial access/certificate validation may be located 
at this layer. Network Operation Center (NOC) services may be logically housed in 
this zone. 

• For Microsoft Dynamics CRM 4.0 Service Provider Edition, none of its servers 
reside in this zone. 

Zone 1 - "Edge" 
• This zone contains those servers and services that provide first level 

authentication, application proxy services, and load balancing across Zone 1 
servers and services. 

• No domain membership with the Zone 3 Active Directory directory service and no 
direct connection to servers in Zone 3 for security purposes. This reduces the 
attack surface. 

• A "Secure by Default" approach. Locked down servers in this zone. 

• Communication via secure protocols between servers in Zone 1 and Zone 2. 

Zone 2 - "Proxy" 
• Servers in this zone have domain membership with Active Directory in Zone 3. 

• Relays or "proxies" authentication requests between Zone 1 and Zone 3. 

• Two tier services and/or applications make use of ISA in Zone 1 to publish secure 
application access in lieu of a dedicated Zone 1 or edge server. 

• CRM 4.0 Front-end Application Server resides in this zone. 

Zone 3 - "Datacenter" 
• Most secure area of the network. 

• Data repository servers reside in this zone. 

• No direct access to these servers. Access is via proxies in Zone 2 or published 
services via ISA in Zone 1. 

• CRM 4.0 Databases reside in this zone. 
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The following figure depicts the four zones and lists the servers that are commonly 
found within each zone: 

 
Figure 3: Network segmentation into zones 

Architectural Tiers 
The reference architecture is designed to support a tiered approach to 
implementation of hosted Microsoft Dynamics CRM services. The architecture is 
designed to support those hosters entering the market with plans to grow their 
services offers on pace with the growth of the business. 

The architecture targets three design points, where the primary scale considerations 
are the size and number of organizations, and the number of users: 

• Entry Tier – Up to 200 users 

• Middle Tier – Up to 750 users 

• Upper Tier – Up to 10,000 users 
 

The solution design defines the number of servers required for each design point with 
a set of formulas as part of the solution to provide the tools service providers can use 
to grow their CRM service from one design point to the next. 

Entry Tier Architecture 
The Entry Tier architecture is designed to support up to 200 users and 20 
organizations at an average 60 percent concurrency rate. 

The Entry Tier architecture includes both servers dedicated to CRM processes as well 
as servers running supporting infrastructure. The CRM servers include: 

© 2007 Microsoft Corporation. All rights reserved. Planning Guide for Service Providers  25   



 Microsoft Dynamics CRM 4.0 

• 1–2 CRM front-end servers 

• 2 64-bit processors 

• 16 GB RAM 

• 1–2 CRM database servers 

• 2 64-bit processors 

• 16 GB RAM 
 

The following figure shows the architecture for an Entry Tier deployment, including 
supporting infrastructure. 
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Figure 4: Entry Tier architecture 
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Middle Tier Architecture 
The Middle Tier architecture is designed to support an environment with a large 
number of organizations with relatively fewer users: up to 150 organizations and 750 
users at an average 60 percent concurrency rate. 

Similar to the Entry Tier model, the Middle Tier architecture includes both servers 
dedicated to CRM processes as well as servers running supporting infrastructure. The 
CRM servers include: 

• 2–3 CRM front-end servers 

• 2 64-bit processors 

• 32 GB RAM 

• 3–4 CRM database servers 

• 2 64-bit processors 

• 16 GB RAM 
 

The following figure shows the architecture for a Middle Tier deployment, including 
supporting infrastructure. 
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Figure 5: Middle Tier architecture 
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Upper Tier Architecture 
The Upper Tier architecture is designed to support an environment with a large 
number of users with relatively fewer organizations: up to 10,000 users and 50 
organizations at an average 60 percent concurrency rate. 

Similar to the other architectural models, the Upper Tier architecture includes both 
servers dedicated to CRM processes as well as servers running supporting 
infrastructure. The CRM servers include: 

• 4–5 CRM front-end servers 

• 4 64-bit processors 

• 16 GB RAM 

• 1 high-capacity CRM database server 

• 16 64-bit processors 

• 64 GB RAM 
 

The following figure shows the architecture for an Upper Tier deployment, including 
supporting infrastructure. 
 

 Note  For environments with even higher numbers of concurrent users, hosted 
Microsoft Dynamics CRM can scale beyond what is displayed in the upper tier diagram 
by increasing hardware in similar proportion to the increase in users. 
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Figure 6: Upper Tier architecture 
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Creating a Customized Reference Architecture 
The architectural tiers described previously are guidelines only and should be 
considered a starting point to help you design a single reference architecture 
deployment that meets your business requirements. As demand for your hosted CRM 
services grows, we recommend that you duplicate your customized reference 
architecture in order to host more organizations and customers. 

Regardless of the particular set of hardware you specify for your reference 
architecture, performance tuning will be required in order to obtain the maximum 
performance from your CRM environment. For more information about how to tune 
your CRM environment, see the CRM performance tuning white paper on the 
Microsoft.com Web site. 

When you are installing Async Service and SRS on the same server as CRM Web app 
server and expose it to the Internet, further tweaking might be necessary to make it 
secure. 

General Hardware Sizing Considerations 
As previously noted, the architectural tiers described earlier illustrate a starting point 
to help you determine your optimal reference architecture. Because every business has 
unique needs, it is impossible to provide specific hardware recommendations for every 
company. However, the following list can help you understand what types of CRM 
activities impact the various parts of the CRM environment. 

• Due to their significant boost in performance, 64-bit servers should be used 
throughout the environment. 

• Hard disk drives on all the servers should be RAID 0 or RAID 1 (Stripping and 
Mirroring). 

• If the workflow usage is high, we recommend that you install the CRM Platform 
server role on separate box(s) instead of keeping it on the same server as the CRM 
Application Server role. 

• If you expect your reporting usage will be high, you should consider installing SQL 
Reporting Services on dedicated servers and clustering them. 

• For high availability, consider installing duplicate CRM servers. 

• The more organizations you add, the greater your memory requirements will be 
on the CRM servers (up to a maximum of 16 GB for Web application-only 
servers*). 

• The larger the customer database, the greater your memory requirements will be 
on the CRM servers (up to a maximum of 16 GB for Web application-only 
servers*). 

• The larger the customer database, the faster disk I/O system you will need on your 
CRM database server. 

• The more users you add, the more CPUs you will need on the CRM database 
server. However, one large organization may require more CPU time than several 
small organizations with the same total number of users. 
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* There is a restriction on the IIS cache: when it reaches 10 GB it will start Garbage 
Collection to clean up the memory. This process takes all CPU time on dual core 
machines until it is completed. 

 

Hosted Microsoft Dynamics CRM Architecture in an 
HMC Environment 

For those who want to run hosted Microsoft Dynamics CRM 4.0 in conjunction with 
HMC 4.0, the additional servers and their locations in the respective zones is shown in 
the following diagram: 

 
Figure 7: Zone network segmentation of a hosted Microsoft Dynamics CRM 4.0 environment 
with HMC 4.0 components 
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Technical Overview 
This section describes important functionality and processes delivered with the hosted 
Microsoft Dynamics CRM service. 

Active Directory Security Groups 
When you deploy hosted Microsoft Dynamics CRM, five Active Directory security 
groups are added in the Hosting OU. The following table lists and describes the 
security groups. 

Table 5: Active Directory Security Groups Relevant to Hosted Microsoft Dynamics CRM 

Security group name Description 

PrivUserGroup Privileged Microsoft Dynamics CRM user 
group for special administrative functions, 
including CRMAppPool identity (domain user 
or NetworkService). The users who configure 
Microsoft Dynamics CRM Server must be 
added to this group. 

PrivReportingGroup Privileged Microsoft Dynamics CRM user 
group for reporting functions. This group is 
created during Microsoft Dynamics CRM 
Server Setup and configured during Data 
Connector for Microsoft SQL Server Reporting 
Services Setup. 

SQLAccessGroup All server processes/service accounts that 
require access to SQL Server, including 
CRMAppPool identity (domain user or 
NetworkService). 

ReportingGroup All Microsoft Dynamics CRM users are 
included in this group. This group is updated 
automatically as users are added and removed 
from Microsoft Dynamics CRM. By default, all 
Microsoft Dynamics CRM Reporting Services 
reports grant Browse permission to this group. 

UserGroup All Microsoft Dynamics CRM users are 
included in this group. This group is updated 
automatically as users are added and removed 
from Microsoft Dynamics CRM. 

 

The following figure displays the Active Directory security groups that are located in 
the Hosting folder. 
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Figure 8: Active Directory security groups 

 

Hosted Microsoft Dynamics CRM Installation 
Microsoft Dynamics CRM 4.0 can be installed either via the Setup wizard, which uses a 
graphical user interface (GUI), or by running the Setup executable at the command 
line. Both methods are discussed in this section. 

CRM Installation via Command Line 
When you install Microsoft Dynamics CRM 4.0 using the command line, the Microsoft 
Dynamics CRM Web site is created and configured. The signin.aspx page of the 
Internet Facing Deployment (IFD) configuration handles requests from external clients 
using forms based authentication. 

You need to ensure that the web.config file authentication method is set to 
“ServiceProviderLicensingAgreement.” If this setting is not correctly configured, users 
will not be redirected to the sign in page. 
 

 Important  You can only configure IFD settings using an XML configuration file and 
running Setup via the command line. This feature is not available through the Setup 
wizard GUI. 
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When you deploy Microsoft Dynamics Hosted CRM using the configuration file, the 
following settings are configured: 

• Microsoft Dynamics CRM Web site: The Web site is configured to accept an 
unsecure connection and allow anonymous access. We strongly recommend that 
you modify the Microsoft Dynamics CRM Web site so that SSL is required. For 
more information about how to configure a Web site to use SSL, see the Help in 
the Internet Information Services (IIS) Manager MMC snap-in. 

• Network address information: Internal network address information is added to 
the Windows registry on the computer where the CRM Server role or the 
Application Server role is installed. 

• CRM-ticket encryption is enabled: The key management setup is used to 
indicate default settings for CRM cryptographic keys. If no SKU setting is specified 
in the configuration XML, the setup code will default the key settings to 
predetermined values. For more information about Microsoft Dynamics CRM key 
management, see the “Microsoft Dynamics CRM Key Management” chapter in the 
Microsoft Dynamics CRM 4.0 Operating and Maintaining Guide. 

 

CRM Installation via Setup Wizard 
If you install Microsoft Dynamics CRM Server by using the Microsoft Dynamics CRM 
Server Setup wizard and select Make this Web site accessible from the Internet, the 
Setup program does not add the required internal IP address and the associated 
subnet mask information of the IIS server where the Microsoft Dynamics CRM Server 
Web application is running. If you do not add this information, all users will be 
prompted for log on credentials via a Windows authentication dialog box instead of 
being directed to the CRM sign-in page. 

Additionally, the sign-in page is displayed based on the originating IP address. If the 
originating IP address of the client Web browser is in the same subnet as the Hosted 
CRM environment, then the user will be prompted for logon credentials via a 
Windows authentication dialog box. The sign-in page will only be displayed if the 
client browser originating IP address is outside of the Hosted CRM environment 
network. 
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Figure 9: Microsoft Dynamics CRM Sign In page 

 

 Note  The CRM Sign In page can be customized to reflect company branding; 
however your customizations will need to be re-applied after upgrades or hotfixes are 
deployed. 
 

Integrating E-mail and Hosted Microsoft Dynamics 
CRM 

Hosted Microsoft Dynamics CRM is designed for integration with a customer’s e-mail 
services. It tracks and stores e-mail activities, adding a layer of mail processing outside 
of a customer’s usual e-mail services. The following sections describe how hosted 
Microsoft Dynamics CRM works with Exchange Server 2007 and the CRM E-mail 
Router in processing incoming and outgoing e-mail. 
 

 Note  Exchange Server 2007 is recommended but not required for integrating  
e-mail with hosted Microsoft Dynamics CRM. Alternatively, an SMTP and POP3–
compliant server is all that is required for outgoing and incoming CRM e-mail 
capabilities. 
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CRM E-mail Router 
CRM E-mail Router Configuration 

As shown in the following figure, after the E-mail Router has been installed, you must 
use the E-mail Router Configuration Manager to configure an Incoming e-mail profile 
and an Outgoing e-mail profile. 

 
Figure 10: Microsoft Dynamics E-mail Router Configuration Profile 

 

Additionally you must configure a CRM deployment for each hosted Microsoft 
Dynamics CRM customer organization. 
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Figure 11: Microsoft Dynamics CRM Deployment profile 

 
 

 Important  The OrganizationName part of the URL is case sensitive. 
 

 
 

 Important  After the CRM E-mail Router configuration is published, you need to 
restart the E-mail router service once. 
 

CRM User Options 
This section describes configuring the user options for sending and receiving e-mail 
messages. 

Incoming E-mail Messaging Options 
The possible incoming e-mail configurations that can be used when a user or queue 
receives Microsoft Dynamics CRM e-mail messages are as follows: 

• None: Use this option for users or queues that do not use Microsoft Dynamics 
CRM to automatically track e-mail messages that are received. 

• Outlook Client: This option requires that Microsoft Office Outlook be installed on 
the user’s computer. This option does not require the E-mail Router component. 
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• Forward Mailbox: To use this option, you must install the E-mail Router. This 
option requires a “sink” mailbox, which is a dedicated mailbox that is used as a 
collection box for e-mail messages transferred from each Microsoft Dynamics 
CRM user’s mailbox by a server-side rule. Although this option does not require 
users to run Outlook, it does require that the rule be deployed for each user. You 
use the Rule Deployment Wizard to deploy rules to each Microsoft Dynamics CRM 
user mailbox. 

• E-mail Router: When you select this option, the E-mail Router will process 
Microsoft Dynamics CRM e-mail messages directly from the user’s or queue’s 
inbox, without using a forward or sink mailbox. Although this option does not 
require a sink mailbox, it does make troubleshooting E-mail Router issues more 
complex for larger user bases (10 or more users) because each incoming e-mail 
message is processed by the E-mail Router in every user’s mailbox instead of in a 
single dedicated mailbox. 

 

For the hosted Microsoft Dynamics CRM solution, it is recommended to CRM users are 
configured with the Forward Mailbox option for the hosted Microsoft Dynamics CRM 
platform. Service providers (SP) can opt to use the other options at their discretion. If a 
SP selects Outlook Client option, then their CRM customers will be limited to only 
using the CRM client for Outlook to carry out CRM e-mail tasks. If a SP selects the E-
mail Router option, the E-mail Router will process messages for every CRM user 
mailbox. If a problem occurs and troubleshooting is required, it will be more complex 
to track the issue if E-mail Router is used without CRM Forward Mailboxes. With the 
Forward mailbox option, the E-mail Router only connects to and processes messages 
for the forward mailboxes. 

Outgoing E-mail Messaging Options 
The possible outgoing e-mail configurations that can be used when users or queues 
send Microsoft Dynamics CRM e-mail messages are as follows: 

• None: Use this option for users or queues that do not use Microsoft Dynamics 
CRM to send e-mail messages. 

• Outlook Client: This option requires that Office Outlook be installed on the user’s 
computer. This option does not require the E-mail Router component. 

• E-mail Router: This option delivers Microsoft Dynamics CRM e-mail messages 
using the E-mail Router component. The e-mail system must be SMTP-compliant. 
The E-mail Router can be installed on the SMTP server or on a different computer 
that has a connection to the SMTP server. 

 

For the hosted Microsoft Dynamics CRM solution it is recommended to use the E-mail 
Router outgoing e-mail option for the hosted Microsoft Dynamics CRM platform. 
Service providers can opt to use the other options at their discretion. If a service 
provider selects the Outlook Client option, then their CRM customers will be limited to 
only using the Microsoft Dynamics CRM Client for Outlook to carry out hosted 
Microsoft Dynamics CRM e-mail tasks. 
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Figure 12: For hosted Microsoft Dynamics CRM, outgoing e-mail messages should be set to 
E-mail Router 

E-mail Message Processing 
For the hosted Microsoft Dynamics CRM system to process incoming and outgoing e-
mail, the following prerequisites must be met: 

• Install the CRM E-mail Router component on a computer with Exchange Server 
2007 installed. 

• Configure the CRM E-mail Router by running the E-mail Router Configuration 
Manager. You must set the correct incoming and outgoing e-mail options for 
each user as described previously. 

 
 

 Note  E-mail messages will remain in a pending state if the E-mail Router or CRM 
client is configured incorrectly. 
 

• When configuring the E-mail Router to route outgoing e-mail messages, you must 
specify an SMTP server. This is typically the server running Exchange Server 2007 
with the Client Access Server role deployed. 

• Place a server-side rule in each Microsoft Dynamics CRM user’s mailbox manually 
or by using the Rule Deployment Manager. (Client-side rules are supported. 
However e-mail messages will not be processed when the CRM client for Outlook 
is not running.) 
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• If you use queues in Microsoft Dynamics CRM to send and receive e-mail, the E-
mail Router is the recommended option. 

 

Forward Mailbox Monitoring 
When you use forward mailbox monitoring, incoming messages are processed by 
Exchange or the POP3 server and the E-mail Router in the following sequence: 

• A message is received by a CRM user on either the, Exchange Server or the POP3 
server processes it by putting it in the Microsoft Dynamics CRM user’s mailbox. 

• A rule in the user’s mailbox sends a copy of the message to the Microsoft 
Dynamics CRM forward mailbox. 

• The E-mail Router retrieves the message from the Microsoft Dynamics CRM 
forward mailbox and sends it to the computer running Microsoft Dynamics CRM 
Server. 

 

In the hosted Microsoft Dynamics CRM solution the forward mailbox identifies each 
customer by its unique address. For example, the customer Alpine Ski House is 
identified by the address alpineskihouseCRM@crmmail.consolidatedmessenger.com

Deploying Mailbox Rules 
An important part of routing e-mail messages to your Microsoft Dynamics CRM 
system is the placement of an Exchange server-side inbox rule in the inbox of each 
Microsoft Dynamics CRM user or queue. This rule sends a copy of each message 
received by a Microsoft Dynamics CRM user to the Microsoft Dynamics CRM system 
mailbox. From the Microsoft Dynamics CRM system mailbox, the E-mail Router 
retrieves the messages and creates an e-mail activity in Microsoft Dynamics CRM. 

If you provide customers with Exchange mailboxes, you can use the CRM Rule 
Deployment Wizard to deploy forwarding rules to each CRM user’s mailbox. 

For customers that have their own E-mail servers, or receive E-mail services from 
another service provider, the administrator for those mail systems will need to create a 
server-side mail forwarding rule to forward users CRM e-mail to the respective 
customer forward mailbox. 
 

 Important  The Rule Deployment Wizard can only deploy rules to Exchange Server 
2003 or 2007 mailboxes. You cannot deploy rules by using the Rule Deployment 
Wizard with POP3 e-mail servers. 
 

 
 

 Important  You may encounter issues with deploying rules to users mailboxes in a 
service provider environment that utilizes separate admin accounts for Exchange (that 
is, exchangeadmin) and CRM (that is,crmadmin). The exchangeadmin account is the 
Exchange Full administrator but is not a CRM System administrator. The crmadmin 
account is a CRM system administrator but has no rights beyond a normal user in 
Exchange. The Rule Deployment Wizard runs under the security context of the logged 
on user. This might present some issues in scenarios where the CRM Administrator and 
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the Exchange Administrator are not one and the same (that is, the Exchange 
administrator does not have rights to CRM or vice versa). It is easy enough to work 
around using RunAs and running the Rule Deployment Wizard as the appropriate 
account, but this can still be problematic if the CRM admin is not an Exchange Admin: 
in this case, the CRM admin still needs to be added as an Exchange admin. You can 
access the deployment, but not apply rules to the users mailbox, for example. 
 

 

Ideally, you should ensure that the account you use has administrative privileges in 
both the Exchange and CRM environments. Without cross-system administration 
privileges, organizations with highly segmented permissions on their Exchange and 
CRM environments are likely to encounter problems. 

For example, if you run the Rule Deployment Wizard as the CRM administrator but 
not as an Exchange administrator, you can access the deployment and pull down the 
users, but you will not be able to apply rules to the mailbox. 

Similarly, if you run the wizard as the Exchange administrator, but not the CRM 
administrator, you get an invalid deployment URL error upon entering the 
deployment information. 

Manually Creating the Forward Rule 
For POP3 e-mail servers that support e-mail system rules where an e-mail message 
can be forwarded as an attachment, you will need to create a rule in Outlook that 
automatically forwards all CRM e-mail messages to the E-mail Router forward mailbox. 

Configuring CRM E-mail for On-premise Customers 
There are a variety of ways to configure CRM e-mail for customers who are using an 
on-premise e-mail system. Four different sample CRM e-mail configuration processes 
are shown in the following flow charts. In Microsoft Dynamics CRM 4.0 Deployment 
Walkthrough for Service Providers, the first scenario listed here is what is prescribed. 
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On-premise CRM E-mail Configuration: CRM E-mail Router at the Service 
Provider 

The following flow chart depicts the process to configure a CRM E-mail Router at the 
service provider scenario. 
 

 
 

Figure 13: Flow chart depicting a CRM E-mail Router at the Service Provider scenario 
 
 

 Note  At this point, the Wide World Importers Exchange server administrator must 
deploy the CRM mail forwarding rule for the user mailboxes on the Wide World 
Importers Exchange server to the customer forward mailbox 
(wideworldimportersCRM@crmmail.consolidatedmessenger.com) hosted at the 
consolidatedmessenger service provider. 
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On-premise CRM E-mail Configuration: CRM E-mail Router at the 
Customer’s Facility 

The following flow chart depicts the process to configure a CRM E-mail Router at the 
Customer’s Facility scenario. 
 

 
 

Figure 14: Flow chart depicting a CRM E-mail Router at Customer Facility scenario 
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On-premise CRM E-mail Configuration: Service Provider E-mail Server 
with Server-Side Rules and Access to MX Record 

The following flow chart depicts the process to configure a Service Provider E-mail 
Server with Server-Side Rules scenario. 
 

 
 
Figure 15: Flow chart depicting a Service Provider E-mail Server with Server-Side Rules 
scenario 

 

© 2007 Microsoft Corporation. All rights reserved. Planning Guide for Service Providers  46   



 Microsoft Dynamics CRM 4.0 

On-premise CRM E-mail Configuration: Customer Mailboxes Forward E-
mail and Service Provider Does Not Access MX Record 

The following flow chart depicts the process to configure a Customer Mailboxes 
Forward E-mail and Service Provider Does Not Access MX Record scenario. 
 

 
 
Figure 16: Flow chart depicting a Customer Mailboxes Forward E-mail and Service Provider 
Does Not Access MX Record scenario 

 
 

 Note  You could have hybrids (CONSOLIDATEDMESSENGER hosts a Forward 
mailbox and runs the e-mail connector for the inbound part, but customer 
WIDEWORLDIMPORTERS also runs the e-mail connector for the outbound part). 
 

CRM Client for Outlook Configuration 
When configuring the Client for Outlook it should always point the URL to the CRM 
discovery service URL, and not the Web URL. 
 

 Important  Microsoft Dynamics CRM for Outlook users should select the “An online 
service provider” option. Selecting this option allows Microsoft Dynamics CRM for 
Outlook to be configured remotely without being logged on to the domain. Notice 
that, by selecting this option, these users will not be able to sign in to Microsoft 
Dynamics CRM while logged on to the domain through a LAN or VPN connection. 
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Provisioning Hosted Microsoft Dynamics CRM 4.0 
Provisioning Service Provider Organizations 
Manual Provisioning 

Microsoft Dynamics CRM 4.0 Deployment Walkthrough for Service Providers contains 
detailed procedures for manually provisioning the service provider and customer 
organizations in Active Directory. 

Automated Provisioning 
It is possible to automate CRM provisioning tasks by using C# code. Microsoft 
Dynamics CRM 4.0 Development for Service Providers contains sample C# code 
describing the methods required for automating CRM provisioning tasks. 

Automated Provisioning Using MPS 

Integrating CRM and MPS 
It is possible to use the Microsoft Provisioning System (MPS) to automate hosted 
Microsoft Dynamics CRM provisioning procedures, however; several components will 
need to be developed to integrate hosted Microsoft Dynamics CRM with MPS. 

What Is MPS? 
MPS is an extensible Windows-based platform that provides an XML-based framework 
that allows you to create customized provisioning solutions for Web, data, and 
application hosting. Once you submit an XML-based request to MPS that contains a 
procedure, MPS can automate all the steps of the provisioning task, thus mitigating 
user error. 

Key types of components used by MPS include: 

• Namespaces — Namespaces are XML definitions that contain collections of one 
or more procedures and are stored in the MPS Configuration database. 

• Procedures — Procedures are also XML definitions and are used to invoke the 
functionality of either an underlying Provider or other namespace procedures. 

• Provisioning Engine — The Provisioning Engine acts as a provisioning process 
coordinator and performs data monitoring and logging services. The Provisioning 
Engine interprets high-level XML requests and expands them into tasks. 

• Providers — MPS uses Providers to invoke the functionality of specific 
applications, such as Active Directory, a SQL Server database, and Internet 
Information Services (IIS) Web services. Providers accept XML requests from the 
Provisioning Engine and execute provisioning tasks against their respective 
applications. 

• Resource Manager — The Resource Manager tracks all implemented 
components, including SQL Server, Web, and Provider resources implemented as 
part of MPS. 
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Hosted Microsoft Dynamics CRM MPS Provisioning Components 
Some of the key components that would need to be developed for hosted Microsoft 
Dynamics CRM provisioning are: 

• CRM Provider – A low-level provisioning building block that allows MPS to 
perform provisioning procedures such as: 

• Add customer (organization) 

• Enable and disable customer (organization) 

• Add, modify, enable, and disable users 

• Add and remove users from roles 

• Query users, roles, and user to role relationships 
 

• CRM Resource Manager – The resource manager manages the pool of CRM 
application server and CRM SQL Server resources, and enables MPS to perform 
these procedures: 

• Add, modify, and remove SQL servers 

• Add, modify, and remove CRM servers 

• Associate servers running SQL Server with application servers 

• Allocate, deallocate, and reallocate organizations to application servers 

• Move organization allocation to another CRM application server 

• Allocate and deallocate users 

• Query resources and allocations 
 

• CRM Hosting Namespace – The CRM Hosting Namespace coordinates provider 
and resource manager functions and enables MPS to perform tasks such as: 

• Enable and disable customer (organization) 

• Add, modify, enable, and disable users 

• Add and remove users from roles 

• Query users, roles, user-to-role relationships 

• Query user CRM ID 

• Get a listing of CRM service plans 

• Change service plan assignment for a customer 
 

To learn more about automating service provisioning for hosted Microsoft Dynamics 
CRM service customers using MPS, see Microsoft Dynamics CRM 4.0 Development 
Guide for Service Providers. 
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Provisioning Customer Organizations 
You can provision a CRM customer organization by performing the following tasks: 

• Create the CRM customer organization using the Deployment Manager 

• Create a customer administrator account 

• Create the customer CRM forward mailbox for the customer 

• Create a customer user account 

• Create customer user mailboxes (if the service provider is also hosting customer 
mailboxes) 

• Enable customer administrator account for hosted Microsoft Dynamics CRM 

• Enable customer user account for hosted Microsoft Dynamics CRM 

• Configure CRM users e-mail settings 

• Apply mail forwarding rules to CRM user mailboxes 
 

Provisioning Users 
To add users to CRM you must log on to the CRM Web application using a CRM 
administrator account. The CRM administrator account has the option of adding 
existing Active Directory users to the CRM customer organization. 
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Maintenance and Operations 
Proper operations and maintenance of your Microsoft Dynamics CRM 4.0 system is 
important to help ensure that your users have a consistent and reliable experience 
when using their hosted Microsoft Dynamics CRM service. 

This section provides information that is geared towards multi-tenant operations for 
service providers. The Microsoft Dynamics CRM 4.0 Operating and Maintaining Guide 
provides detailed maintenance and operations information for Microsoft Dynamics 
CRM 4.0 that is applicable to both on-premise and hosted CRM systems, including 
how to back up, restore, and provide data recovery for Microsoft Dynamics CRM 4.0. 
Additionally, this guide provides troubleshooting steps for known issues. 

Determining the Location of Microsoft Dynamics CRM 
Server Roles 

The location of the CRM roles depends on how and where they were installed. There 
are a variety of options for installing CRM roles: 

By default, the Setup wizard installs all CRM roles onto a single server. 

By using the custom setup option in the Setup wizard, you can elect to install the two 
server role groups to different servers for additional performance and load balancing 
purposes. 

If you want to be able to specify installation of individual server roles, you need to run 
Setup at the command line. When run at the command line, Setup reads an XML 
configuration file that you can modify to control which role(s) you want to install. 
 

CRM server role information can be viewed from the CRM Deployment Manager 
application by selecting a server; the list of server roles is displayed in the Roles 
column. 

If Microsoft Dynamics CRM Server is installed on a single computer, only one server 
will appear in the list with the following three server roles: Full Server, SQL Server, and 
SRS Data Connector. 

Depending on how you have deployed server roles, the following server roles may be 
displayed on different servers in the list: 

• Application Server 

• Async Service 

• Discovery Service 

• SQL Server 

• SDK Server 

• Help Server 

• Deployment Service 
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Moving Customer Databases to a Different SQL Server 
To move the customer organization, you must complete the following steps: 

1. Move the database to the new server running SQL Server and make sure that it is 
attached and available. For more information about how to move a database in 
SQL Server, see SQL Server Books Online, which is an optional component in the 
SQL Server installation. For more information, see http://msdn2.microsoft.com/en-
us/library/ms130214.aspx. 

2. Run the Import Organization Wizard that is in Deployment Manager.  
During the import process, the Import Organization Wizard requires the following 
information: 

• Specify the SQL Server computer name 

• Specify the SQL Server Reporting Services server URL 

• Specify the Organization name 

• Select the user mapping option 
 

Viewing CRM Events 
Events and errors that are logged by the Microsoft Dynamics CRM Server system are 
recorded in the Event Viewer. To view these events, use Event Viewer’s Application 
page and search for the following CRM events: 

• MSCRMAsyncService 

• MSCRMCallout 

• MSCRMDeploymentManagerSnapin 

• MSCRMKeyArchiveManager 

• MSCRMKeyGenerator 

• MSCRMPerfCounters 

• MSCRMPlatform 

• MSCRMTracing 

• MSCRMWebService 
 

Platform Tracing 
Microsoft Dynamics CRM 4.0 lets you create trace files that monitor the actions that 
are performed by the server and client applications. Trace files are helpful when you 
have to troubleshoot error messages or other issues in Microsoft Dynamics CRM. 

Microsoft Dynamics CRM Server Tracing 
The Microsoft Dynamics CRM Server tracing registry entries are located in the 
following registry subkey: 

© 2007 Microsoft Corporation. All rights reserved. Planning Guide for Service Providers  52   

http://msdn2.microsoft.com/en-us/library/ms130214.aspx
http://msdn2.microsoft.com/en-us/library/ms130214.aspx


 Microsoft Dynamics CRM 4.0 

HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\MSCRM 

 

Trace logs are stored in the following folder, where the trace is run: 

<drive>:\Program Files\Microsoft Dynamics CRM\Trace 

 

The following table displays the required registry entries. 
 

Table 6: Microsoft Dynamics CRM Server Required Registry Entries 

Name Type Data value Notes 

TraceEnabled DWORD 0 or 1 If you use a value of 0, 
tracing is disabled. If 
you use a value of 1, 
tracing is enabled. 

TraceRefresh DWORD 0 – 99 When the data is 
changed, the trace 
settings in the other 
trace registry entries 
are applied. 

 

Data Migration Manager Tracing 
To enable tracing for Data Migration Manager, you will need to create the following 
registry keys in HKEY_CURRENT_USER\SOFTWARE\MICROSOFT\DMClient registry 
subkey: 

• "TraceEnabled"=dword:00000001 

• "TraceDirectory"= Name of directory in which you want log files to be created. 

• "TraceCategories"="*:Verbose" 

• "TraceCallStack"=dword:00000001 

• "TraceSchedule"="Daily" 

• "TraceRefresh"=dword:00000001 
 

© 2007 Microsoft Corporation. All rights reserved. Planning Guide for Service Providers  53   



 Microsoft Dynamics CRM 4.0 

CRM Deployment Configuration Tool 
The CRM Deployment Configuration Tool is a command-line executable that allows 
you to update values in your CRM configuration database and send notifications to all 
CRM servers to adopt the new settings you entered. 

You can obtain a copy of the tool from Microsoft Download. The tool needs to be 
installed on a CRM server; we recommend that you install it to the same server that is 
running the DeploymentService role. 

Requirements and Dependencies 
• .NET Framework 2.0 must be present. 

• The tool must be installed on a CRM server; we recommend that you install it to 
the same server that is running the DeploymentService role. 

• The user account running the tool must have write privileges on the CRM 
configuration database. 

 

Usage 
The following sample command-line entry illustrates the use of the executable name 
and the appropriate scope and parameter syntax: 

 

Microsoft.Crm.DeploymentConfigTool scope -param:value -
param2:value2 ... 

 

The following table provides the list of available parameters you can use with the 
executable, organized by area (scope). 
 

 Note  The current implementation of this tool only allows updating settings within 
a single scope at a time. As an example, if you want to update Trace Settings and IFD 
settings, you would need to run the tool twice. 
 

 

Table 7: CRM Deployment Configuration Tool Scope and Parameters 

Scope Parameter DB table Column / property 

Address
Settings  

RootDomainScheme Deployment ADRootDomainScheme 

 SdkRootDomain  ADSdkRootDomain 

 WebAppRootDomain  ADWebAppRootDomain 

Async 
Settings 

SdkRootDomain Deployment AsyncSdkRootDomain 
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Scope Parameter DB table Column / property 

 MaximumRetries  AsyncMaximumRetries 

 SelectInterval  AsyncSelectInterval 

 MaxColumnsAllowed  AsyncMaxColumnsAllow
ed 

 StateStatusUpdateMax
RetryCount 

 AsyncStateStatusUpdate
MaxRetryCount 

 TimeBetweenRetries  AsyncTimeBetweenRetri
es 

 TimeoutLockedInterval  AsyncTimeoutLockedInt
erval 

 JobMaxExecutionTime  AsyncJobMaxExecutionT
ime 

 JobOrgDatabaseMaint
enanceInterval 

 AsyncJobOrgDatabaseM
aintenanceInterval 

 JobTimeoutLockedInter
val 

 AsyncJobTimeoutLocked
Interval 

DupSett
ings 

BulkDetectBatchSize Deployment DupBulkDetectBatchSize 

 MatchcodeLength  DupMatchcodeLength 

 matchcodePersistanceI
nterval 

 DupMatchcodePersistan
ceInterval 

 MaxPublishedRules  DupMaxPublishedRules 

 PublishAsyncPollingInt
erval 

 DupPublishAsyncPollingI
nterval 

 PublishPageSize  DupPublishPageSize 

IfdSettin
gs  

RootDomainScheme Deployment IfdRootDomainScheme 

 SdkRootDomain  IfdSdkRootDomain 

 WebAppRootDomain  IfdWebAppRootDomain 

ImportS
ettings 

BatchSize Deployment ImportBatchSize 

 ContentBufferSize  ImportContentBufferSize 

 CountUpdateBatchSize  ImportCountUpdateBatc
hSize 
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Scope Parameter DB table Column / property 

 MaxColumnsAllowed  ImportMaxColumnsAllo
wed 

 MaxRetryCountForData
Truncation 

 ImportMaxRetryCountFo
rDataTruncation 

 ParsedColumnDefaultSi
ze 

 ImportParsedColumnDef
aultSize 

 PickListBatchSize  ImportPickListBatchSize 

MiscSett
ings 

UseInProcessSdk Deployment UseInProcessSdk 

KeySetti
ngs 

KeyType 
(required) 

CrmKeySetti
ngs 

(used to retrieve setting 
ID for other parameters) 

 Keylength  KeyLength 

 Ttl  CryptoTimeToLive 

 Interval  KeyGenerationInterval 

 Archive  Archive 

 Algorithm  Algorithm 

OrgFeat
ureSetti
ngs 

Organization (required) Organizatio
nFeatureMa
p 

Organization 
UniqueName Indicates 
organization for which 
to update feature states 

 CreateEntity  True|False 

 GoOffline  True|False 

 CreateUser  True|False 

 Insert  Comma-separated list of 
currently-defined 
features to add to the 
organization 

ServerS
ettings 

Server (required) Server (Specifies server for 
which to update 
parameters) 

 State  State 

TraceSe
ttings 

CallStack Deployment TraceCallStack 

 Categories  TraceCategories 
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Scope Parameter DB table Column / property 

 Directory  TraceDirectory 

 Enabled  TraceEnabled 

 FileSize  TraceFileSize 

Workflo
wSettin
gs 

MinimumInactiveSecon
ds 

Deployment MessageProductMinimu
mInactiveSeconds 

 MaximumDepth  MessageProductMaximu
mDepth 

 

The CRM Deployment Configuration Tool logs its activity to a log file, located at 
%application data%\microsoft\mscrm\log\Crm40DeploymentConfig.log. The log file’s 
location can be overridden by specifying the –logfile:logfilepath parameter. 
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Security 
This section of the document provides important recommendations for how services 
providers can better protect their hosted Microsoft Dynamics CRM environment. 

Microsoft Dynamics CRM Server Security Best Practices 
These recommendations should be carefully read and implemented to help lock down 
your hosted CRM environment. 

• In the machine.config and web.config configuration files you can determine 
whether debugging is enabled, and also if detailed error messages are sent to the 
client. You should make sure that debugging is disabled on all production servers, 
and that a generic error message is sent to the client if a problem occurs. This 
avoids unnecessary information about the Web Server configuration being sent to 
the client. 

• Make sure that the Internet Information Services (IIS) Web root is installed on a 
non-system NTFS partition for file system-level security. A non-system partition is 
other than the partition that contains the operating system files. (For example, 
C:\Inetpub is on a typical system partition, whereas D:\Inetpub is not.) 

• Make sure that the latest operating system and IIS service packs and updates are 
applied. For the latest details see the Microsoft Security Central Web site. 
(http://go.microsoft.com/fwlink/?LinkID=92540&clcid=0x409) 

• On Windows Server 2003 and IIS 6.0, Microsoft Dynamics CRM Server creates an 
application pool called CRMAppPool that operates under user credentials 
specified during installation. We recommend that no other ASP.NET-connected 
application be installed under this same application pool. 
 

 Warning  All Web sites running on the same computer as the Microsoft Dynamics 
CRM Web site can also have access to the Microsoft Dynamics CRM database. 
 

• If you plan to install Microsoft Dynamics CRM from a location on your network, 
such as a network share, you must make sure that the correct permissions are 
applied to the folder, preferably on an NTFS volume, where the installation files 
are located. For example, it may be needed to allow only members of the Domain 
Admins group to have permission for the folder. This practice can reduce the risk 
of attacks on the installation files that may be compromised or altered, which can 
cause unexpected behavior. For more information about setting permissions on 
files and folders on Windows operating systems, see the Windows Help. 

 

Add Users Wizard 
The CRM application has an add users wizard that allows the end user to browse the 
Active Directory containers if not properly locked down. In a multi-tenant 
environment, it is imperative that you ensure users do not have enough privileges to 
navigate through Active Directory. 
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The following figure displays the default Active Directory view assuming nothing has 
been locked down. 

 
Figure 17: The Add Users Wizard 

 

 Note  After locking down the Active Directory as prescribed in the CRM 4.0 
deployment guide for service providers procedures, most of the containers and OUs 
are hidden from view. It is recommended to further lock down the remaining 
containers. 
 

After selecting the appropriate domain or group, either enter the appropriate user 
names directly into the wizard, or click the Look Up button. 
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Figure 18: Enter the names of the users whom you want to add to Microsoft Dynamics CRM 

 

 
Figure 19: When you select users through the Look Up button, they will be resolved against the 
GAL 
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Where to Go from Here 
Deployment Considerations 

Upon completing this document, you will be ready to read through Microsoft 
Dynamics CRM 4.0 Deployment Walkthrough for Service Providers, which provides 
detailed procedures for how to deploy and configure your hosted Microsoft Dynamics 
CRM 4.0 environment. 

MPS Considerations 
In addition to the main deployment instructions for Microsoft Dynamics CRM 4.0 
Service Provider Edition, the Deployment Walkthrough discusses some special 
considerations for readers who want to run hosted Microsoft Dynamics CRM 4.0 
together with HMC 4.0—in particular, for those who want to provision CRM customers 
and users through the Microsoft Provisioning System (MPS). 

Upgrade Considerations 
The Deployment Walkthrough also provides special upgrade instructions for Microsoft 
Dynamics CRM 3.0 Professional Edition users who have HMC 3.5 and who want to 
upgrade their system to hosted Microsoft Dynamics CRM 4.0 with HMC 4.0. At a high 
level, the upgrade path requires you to first upgrade your HMC 3.5 environment to 
HMC 4.0, and then upgrade your CRM environment from 3.0 to 4.0. 

The migration kit is a collection of tools and white papers to guide system integrator 
and service provider through migrating to Microsoft Solution for Hosted Messaging 
and Collaboration version 4.0 from previous Hosted Messaging and Collaboration 
version 3.5. This migration is mainly about upgrading Microsoft Exchange Server 2003 
to Microsoft Exchange 2007 and Microsoft Windows SharePoint® Services version 2.0 
to Microsoft Windows SharePoint Services version 3.0. It also includes provisioning 
data migration from Hosted Messaging and Collaboration version 3.5 Microsoft 
Provisioning System (MPS) to Hosted Messaging and Collaboration version 4.0 MPS. 

To download the migration kit and obtain instructions for performing the migration, 
see the Microsoft Solution for Hosted Messaging and Collaboration version 4.0 
Migration Kit.  

Upgrading CRM 3.0 SPE Server to CRM 4.0 Server 
Pre conditions: Multiple CRM 3.0 SPE deployments are installed at the service 
provider data center. 
 

 Note  If you made any customizations to your CRM 3.0 SPE Internet Facing 
Deployment (IFD) Web site, you may want to consider keeping this customized IFD 
Web site for use with the upgraded system. 
 

Post conditions: The CRM 3.0 SPE deployments are merged into a single hosted 
Microsoft Dynamics CRM 4.0 deployment. 
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Upgrading from CRM 3.0 SPLA to a hosted Microsoft Dynamics CRM 4.0 environment 
is a multistep process: 

1. Back up the CRM 3.0 SPE databases. 

2. Back up the CRM 3.0 SPE server settings and customizations. 

3. Upgrade the Microsoft Dynamics CRM 3.0 SPE to use a Microsoft SQL Server 2005 
database. 

4. Upgrade the CRM 3.0 server to SP2 for Windows Server 2003. 

5. Unassign SSL certificate from the CRM 3.0 SPE IFD Web site. 
 

 Note  In CRM 3.0 Service Provider Edition, you had two Web sites, one of which 
was an IFD Web site for forms-based authentication for Internet users. In Microsoft 
Dynamics CRM 4.0, only a single Web site is needed because forms-based 
authentication is implemented differently: it is now based on originating IP address 
instead of which Web site is accessed. 
 

6. Remove the SSL port for the CRM 3.0 IFD Web site. 

7. Upgrade the existing Microsoft Dynamics CRM 3.0 SPE server to version 4.0. 

8. Install the CRM Data Connector for SQL Server Reporting Service. 
 

 Note  If you do not install the Data Connector for Microsoft SQL Server Reporting 
Services, the Microsoft Dynamics CRM reporting feature will not work. 
 

9. Create the following registry key and set correct value: IfdInternalNetworkAddress. 

10. Modify Config DB values with correct information: 

o DeploymentProperties.IfdRootDomainScheme 

o DeploymentProperties.IfdSdkRootDomain 

o DeploymentProperties.IfdWebApplicationRootDomain 

11. (Optional) Migrate the upgraded database as a new organization into a separate 
Microsoft Dynamics CRM 4.0 deployment. 

 

 Note  We recommend you perform an in-place upgrade for each customer in 
order to retain any customizations that were made on their dedicated servers. 
Migrating customer accounts to a shared hosted environment is still an option if at 
some future point consolidation is desired or required. Under such circumstances, you 
may want to consider hiring a systems integrator that specializes in CRM migrations 
for assistance. 
 

 

What H

ly 

new data connector. After Setup is complete, the upgraded Microsoft Dynamics CRM 

appens to Reports? 
When you run Setup to upgrade an existing Microsoft Dynamics CRM 3.0 system, the 
Microsoft Dynamics CRM 4.0 reports will be installed. However, these reports will on
be available in the Microsoft Dynamics CRM 4.0 Reports view in the Reports area.  

Your Microsoft Dynamics CRM 3.0 reports will be upgraded so that they can use the 
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3.0 reports will be available in the same forms and lists as with the Microsoft Dynamics 
CRM 3.0 system. 

The following items should be considered before you run Setup to upgrade your 
existing Microsoft Dynamics CRM 3.0 system: 

• During the upgrade, all report definition files (.RDL) will be modified to work with 
the new Data Connector. 

• Some Microsoft Dynamics CRM 3.0 reports will not work correctly after the 
upgrade. This includes reports that have the following conditions: 

• Modification to use expressions for linking. 

• Modification to use stored procedures. 

• Use of information about workflow, such as the Microsoft Dynamics CRM 3.0 
Sales Pipeline report. 

• The report entity now supports views. During Setup, the following two new views 
appear to differentiate the reports: 

• Microsoft Dynamics CRM 3.0 Reports: Existing Microsoft Dynamics CRM 3.0 
reports. 

• Microsoft Dynamics CRM 4.0 Reports: New Microsoft Dynamics CRM 4.0 
reports. 

• During Setup, all reports, in both view categories, are created that have 
organization ownership and then are available to every Microsoft Dynamics CRM 
user. 

• Administrators who want to make the Microsoft Dynamics CRM 4.0 reports 
available in views and forms must modify the properties for each report. For more 
information about how to modify report properties, see the Microsoft Dynamics 
CRM Help. 

• Any snapshot reports created by using the Report Scheduling Wizard (available 
from the Microsoft Download Center) will have the following ownership after the 
upgrade: 

• Snapshot reports that were available to the whole organization will have 
organization ownership. 

• Snapshot reports that were owned by individual users will have user 
ownership. 

 

What Happens to Customizations? 
During the upgrade process, Setup will attempt to upgrade all published 
customizations. 
 

 Important  During the upgrade process, Setup deletes all customizations that are 
not published. Therefore, we recommend that you review each unpublished 
customization and publish the customizations that you want before you run Microsoft 
Dynamics CRM 4.0 Server Setup. In rare cases during the customization upgrade, an 
existing custom view may be renamed if it conflicts with a new system defined view. 
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What Happens to Microsoft Dynamics CRM 3.0 Mobile? 
Microsoft Dynamics CRM 3.0 Mobile is not supported with Microsoft Dynamics CRM 
4.0. We recommend that you remove (uninstall) Microsoft Dynamics CRM 3.0 Mobile 
before you run Microsoft Dynamics CRM 4.0 Server Setup. 

Upgrading the Microsoft Dynamics CRM 3.0 SPE Exchange E-mail Router 
to a Microsoft Dynamics CRM 4.0 E-mail Router 

The Microsoft Dynamics CRM 3.0 SPE E-mail connector will be upgraded to the 
Microsoft Dynamics CRM 4.0 connector in the same manner as the on-premise 
upgrade. 

Upgrading CRM 3.0 SPE Outlook Client to CRM 4.0 Client for Outlook 
The Microsoft Dynamics CRM 3.0 SPE client will be upgraded to a hosted Microsoft 
Dynamics CRM 4.0 in the same manner as the on-premise upgrade (which is 
essentially an uninstall and reinstall process controlled by Setup). 

Online Resources 
The following links provide access to additional information that service providers may 
find useful in planning and deploying hosted Microsoft Dynamics CRM. 

For the most recent version of the readme, select from the following links: 

Microsoft Dynamics CRM 4.0 Server readme 

http://go.microsoft.com/fwlink/?LinkID=104411 
 

Microsoft Dynamics CRM 4.0 for Microsoft Office Outlook readme 

http://go.microsoft.com/fwlink/?LinkId=104507 
 

Microsoft Dynamics CRM 4.0 E-mail Router readme 

http://go.microsoft.com/fwlink/?LinkID=104412 
 

Microsoft Dynamics CRM 4.0 Data Migration Manager readme 

http://go.microsoft.com/fwlink/?LinkID=104503 
 

Microsoft Dynamics CRM 4.0 Language Pack readme 

http://go.microsoft.com/fwlink/?LinkId=104706  

 

© 2007 Microsoft Corporation. All rights reserved. Planning Guide for Service Providers  64   

http://go.microsoft.com/fwlink/?LinkID=104411
http://go.microsoft.com/fwlink/?LinkId=104507
http://go.microsoft.com/fwlink/?LinkID=104412
http://go.microsoft.com/fwlink/?LinkID=104503
http://go.microsoft.com/fwlink/?LinkId=104706


 Microsoft Dynamics CRM 4.0 

 

Additional Documentation 
The following Microsoft Dynamics CRM documentation is also available. 

• Microsoft Dynamics CRM Implementation Guide: This document provides the 
planning information, system requirements, and installation instructions needed 
to deploy Microsoft Dynamics CRM. This implementation guide is written for the 
team of people responsible for deploying Microsoft Dynamics CRM. 
Download the implementation guide from 
http://go.microsoft.com/fwlink/?LinkID=104413. 

• Microsoft Dynamics CRM SDK: This Microsoft Dynamics CRM Software 
Development Kit (SDK) includes sample code and an installer for viewing the 
documentation within Microsoft Visual Studio® 2005. The Microsoft Dynamics 
CRM SDK is intended for developers, system customizers, and report writers. 
Download the Microsoft Dynamics CRM SDK from 
http://go.microsoft.com/fwlink/?LinkID=104508. 
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Appendix 
Sample Setup Configuration File 

The following sample code reflects a sample setup configuration file that contains 
Internet Facing Deployment (IFD) settings. 

 

<CRMSetup> 

  <Server> 

    <Patch update="false"/> 

    <LicenseKey>XXXXX-XXXXX-XXXXX-XXXXX-XXXXX</LicenseKey> 

    <SqlServer>CRMSQL</SqlServer> 

    <Database create="true"/> 

    <Reporting URL="http://CRMSQL/ReportServer"/> 

    <basecurrency isocurrencycode="USD" currencyname="US Dollar" 
currencysymbol="$" /> 

    <Organization>ConsolidatedMessenger</Organization> 

    <OrganizationFriendlyName>Consolidated 
Messenger</OrganizationFriendlyName> 

    <OU>OU=Hosting,DC=fabrikam,DC=com</OU> 

    <WebsiteUrl>/LM/W3SVC/1</WebsiteUrl> 

    <InstallDir>c:\Program Files\Microsoft CRM</InstallDir> 

    <CrmServiceAccount type="NetworkService"> 

    </CrmServiceAccount> 

    <SQM optin="false"/>  

    <Email> 

      <IncomingExchangeServer name="ExCASHUB"/>                 

    </Email> 

    <ifdsettings enabled="true"> 

        <internalnetworkaddress>10.0.2.70-
255.255.0.0</internalnetworkaddress> 

        <rootdomainscheme>http</rootdomainscheme> 

        <sdkrootdomain>CRM01.fabrikam.com</sdkrootdomain> 

        <webapplicationrootdomain>CRM.consolidatedmessenger.com> 
</webapplicationrootdomain> 

    </ifdsettings> 

  </Server> 

</CRMSetup> 
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Sample XML Configuration File That Installs Only the 
AppServer and Async Server Roles 

The following sample code installs only the Application and Async server roles on the 
local computer. The configuration database already exists. 

<CRMSetup> 

 <Server> 

  <Patch 
update=”true”>\\server\share\patchfile.mconsolidatedmessenger</Pat
ch> 

  <LicenseKey>XXXXX-XXXXX-XXXXX-XXXXX-XXXXX</LicenseKey> 

  <SqlServer>SQLServer</SqlServer> 

  <database create=”false” /> 

  <WebsiteUrl create=”true” /> 

  <InstallDir>c:\Program Files\Microsoft CRM</InstallDir> 

 <Roles> 

  <Role name=”AppServer”/> 

  <Role name=”Async” /> 

 </Roles> 

  <SQM optin=”true” /> 

 <CrmServiceAccount type="DomainUser"> 

    <ServiceAccountLogin>login</ServiceAccountLogin> 

    <ServiceAccountPassword>password</ServiceAccountPassword> 

 </CrmServiceAccount> 

 </Server> 

</CRMSetup> 
 

 

 Warning  Maintaining the configuration file, which has <ServiceAccountLogin> and 
<ServiceAccountPassword> values consolidatedmessengerecified, is a security risk 
because you are storing a password in plain text. Delete these elements as soon as the 
configuration file is used to install Microsoft Dynamics CRM Server. 
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